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Abstract—DNA-based cryptography is a new
developing interdisciplinary area which combines
various disciplines like computer science, cryptography,
mathematical modeling, biochemistry and molecular
biology. This paper firstly proposes a user
authentication method using DNA sequence and
secondly a novel method to secure data using DNA
sequence and Armstrong number.

Keywords— DNA Cryptography, Armstrong number,
cryptosystem, RNA, DNA Sequence.

I.INTRODUCTION

Information plays an important role in our day to
day life. Providing security to information is again a
big task. Information security is very important in
today’s world. Information security main goals are
defined interms of CIA (Confidentiality, Integrity, and
Availability). To implement the information security
various techniques are proposed like cryptography
and Steganography. Cryptography is a Greek word
means “secret writing”. Cryptography is a science and
art of transforming messages to make them secure and
immune for attacks. Steganography is also a Greek
word mean “covered writing”. In this techniques
encryption and decryption process is used to hide
simple data from unauthorized users by converting it
into unreadable form and again retrieve it in original
form. If the same key is used during the encryption
process and decryption process, it is called as
symmetric key cryptography, and if different key is
used during encryption process one key and during
decryption different then it is called as Asymmetric
key cryptography [1].

To secure the data from unauthorized access and
modification, we need data security. As the
technology is upgrading very fast, even the DES and
RSA algorithms have been cracked there is need to
secure data which is transmitted over the network.
The unsecured networks can be easily vulnerable to
various kinds of attacks. To secure the data various
traditional methods and techniques have been
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introduced, but still there is need of techniques that
can stand for long time. Now a day, it’s very
important that new approach to data security is
needed, if organization wants to stay ahead of
attackers and more effectively secure their intellectual
properties,  data, employee or  customers
information.[2]

A. RGB representation

Any color is the mixture of three colors RGB
(Red, Green and Blue) in preset quantities. This is
nothing but a RGB representation. Here values for
Red, Green and Blue represent each pixel. So any
color can be individually represented with the help of
three dimensional RGB cube. RGB model uses 24
bits, 8 bits for each color[2]. RGB color space or RGB
color system, constructs all the colors from the
combination of the Red, Green and Blue colors. The
red, green and blue use 8 bits each, which have
integer values from 0 to 255. This makes
256*256*256=16777216 possible colors[3][6] .
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B. DNA CRYPTOGRAPHY

DNA Cryptography is one of the rapid emerging
technology which works on concept of DNA
Computing. A new technique for securing data was
introduced using the biological structure of DNA
called DNA Computing. It was invented by Leonard
Max Adleman in the year 1994 for solving the
complex problems such as directed Hamilton path
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problem which is similar to travel salesman problem.
Adleman is one of the inventors of RSA algorithm
which have been named as RSA based on their names.
DNA can be used to store and transmit data. The
concept of using DNA computing in the fields of
cryptography and Steganography has been identified
as a possible technology that may bring forward a new
hope for unbreakable algorithms.

Central dogma of molecular biology describes the
flow of genetic information in cells from DNA to
messenger RNA (mRNA) to protein. It states that
genes specify the sequence of mRNA molecules,
which in turn specify the sequence of proteins. DNA
encodes RNA and RNA encodes proteins.

DNA
ﬂ, Replication and Transcription

A
Translation

Protein

Fig.2. Central Dogma of Molecular biology [4]

DNA contains the complete genetic information
that defines the structure and function of an organism.
Proteins are formed using the genetic code of the
DNA. Three different processes are responsible for
the inheritance of genetic information and for its
conversion from one form to another [4].

1. Replication: a double stranded nucleic acid is
duplicated to give identical copies. This process
perpetuates the genetic information.

2. Transcription: a DNA segment that constitutes a
gene is read and transcribed into a single stranded
sequence of RNA. The RNA moves from the nucleus
into the cytoplasm.

3. Translation: the RNA sequence is translated into a
sequence of amino acids as the protein

DNA and RNA are totally different. DNA, stands
for Deoxyribo Nucleic Acid, is a long polymer with a
deoxyribose and phosphate backbone and four
different bases: adenine, guanine, cytosine and
thymine (A,G,C,T), while RNA,stands for Ribo
Nucleic Acid, is a polymer with a ribose and
phosphate backbone and four different bases: adenine,
guanine, cytosine and uracil (A,G,C,U). DNA can
only be found in nucleus, while RNA can either be
found in cytoplasm or nucleus. Generally DNA is
a double-stranded molecule with a long chain
of nucleotides, while RNA is a single-stranded
molecule with a short chain of nucleotides. DNA is a
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medium of  long-term storage and is used in
transmission of genetic information. RNA is not. The
nucleotide adenine will make a pair with thymine (A-
T) and cytosine always makes pair with guanine (G-
C). DNA Cryptography can be defined as a science of
hiding data in the form of DNA sequence. This
research paper firstly focus on various arithmetic
methods based on DNA cryptography. Secondly, a
novel method to secure data using DNA sequence and
Armstrong number is proposed.

I. LITERATURE SURVEY

The various operation used by the researcher for
operation on DNA sequence are Addition, subtraction,
complementary, and XOR operation. Apart from this
method of operation, other operation Apart from this
method of operation, other operation also used likes
substitution and transposition. The 0 and 1 are the
binary numbers and 00 and 11 is a pair and similarly
10 and 01 is also pair, based on this the operation are
performed. In this research paper A, G, C, T are
replaced with 00, 01, 10, and 11 respectively. These
are illustrated in the following tables[11], TABLE I,
TABLE II.

TABLEI ADDITION TABLEIl SUBSTRACTION

+ T A 4 6

T A 4 6

T C [ T A

A 6 C A T

The various papers [6][11-15] had shown the data
security using colors and Armstrong numbers.

The authors (Shipra Jain and Vishal
Bhatnagar)[9] has prepared the table of 256 decimal
numbers and their corresponding DNA sequence of
length. There are possible 256 combinations of DNA
nucleotides of 4 lengths. These 256 DNA sequence
may vary from person to person. The author has
chosen the length of DNA sequence of 4 to increase
the key domain. These 256 decimal numbers and their
corresponding DNA sequence will acts as a key
between sender and receiver of data. The 256 decimal
numbers and their corresponding DNA sequence are
shown in table [3] below

TABLE Il
DNA SEQUENCE DICTIONARY [10]
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I11. PROPOSED METHOD
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41 Al [ Thta [ [EHH 13 [EEH)

41 AGGT 106 TGGT 170 GOGT 134 COGT .

r e T TR ] FFeeE SRR At fisrt level the steps are as follows:

H At [ Tl [}] [EHES 4 [KEHY

4 AGCA | [1] TGLA 173 [EE) ar [EX) -

44 AT [ TUT 17: T i} CUT A Sender Slde

4 AGOG 11} TGOG 113 GGG ;) COCG

T W | W T T W W | LT . ; ; ; ;

. r—TE T — T T Step 1: Identify the unique receiver using a DNA

] ACAT [} TCAT 17 TCAT M1 | CCAT sequence.

3l ALAG 115 TCAG 1™ CAG M3 COAG 2: nver h DNA n Decimal

o LA o - e w o Step convert the sequence to Decima

£ WA | In A T W W | CCIA numbers ) .

= — = = Step 3: Add triplets’ values to decimals numbers

e Ll o o = Lol ue_| O Step 4: Then convert this new generated values to

L I L L R P A 9

T I ™| G | (O RBG values (0-255)

v ACah | 1| T T [ oo |99 | e Step 5: This RBG will gives a color, and this color

ECHRNN RSN N L T i will act as a password for authentication.

] R 00 v [y B |

i [rit's 124 LN 1% [ty B | oGl . .

i MA | 1B | LA | GlA | (LA B. Receiver side

5] N | 1% T T | oir PO s

& ﬁ 127 %g 13l gﬁ B ﬁ Step 1: The receiver will receive a color as password

o i i ! for authentication.

Step 2: convert the color in to RBG values.

Step 3: Subtracts triplets’ values from the RBG
values.

Step 4: then convert this new generated values to
DNA equivalent (0-255)
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Step 5: This DNA equivalent values forms a DNA
sequence.

The second level is data security which uses the
Armstrong number

1. The Encryption process:

Stepl: Assume that the information to be send to the
receiver as plaintext (it can be a text, image, audio or
video)

Step 2: Convert this plain text to ASCII values

Step 3: Add Armstrong number to ASCII values
Step4: Convert this newly generated values to into
8x8 Matrix

Step 5: Read the matrix either in a row wise or
column wise by replacing a row or columns ASCII
value with the DNA sequence as in DNA sequence
matrix.

Il. The Decryption process is the reverse of the
encryption process at the receiver side.

IV. ILLUSTRATION

A. Authentication Process:

To illustrate the technique, consider a DNA
sequence as

“ATGGCGCAGGTA
TTAGACGTACGCCTAGCTCCATGGACC.....”

Read first four character of the sequence as
ATGG, CGCA, GGTA, and so on. Convert these
DNA sequence to Decimal equivalent as shown in
DNA Sequence Dictionary, then add triplets(5, 10,
and 15) to this decimals numbers and it will generate
new values (32, 247, and 180)and represent this
values to RGB values, this RGB values gives us a
color[7]. So this color will act as password.

TABLE IV
27 ATGG
237 CGCA
165 GGTA
83 TTAG
58 ACGT
60 ACGC

HEEE TEE E EEEs W
-, L] | N .
H . -
|| H EE NN . (1 I ]
HaE - [ | ]
H N NN .

Once the color is received by the receiver, he
decrypts its RBG values (32, 247,180) and subtracts
the triplets (5, 10, and 15) to generate original value
(27,237,165) to generate the DNA sequence as
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“ATGGCGCAGGTA
TTAGACGTACGCCTAGCTCCATGGACC.....”

B. Message encryption and decryption process:

Step 1: Assume the message that need to be
transmitted be “SECURITYTECH®

Step: 2 find the ASCII equivalent values of all the
characters[8]

S E Cc ] R | T Y | T E C H

83 |69 |67 |85 [ 82 |73 |84 |89 |84 |69 |67 |72

Step 3: Perform the addition of Armstrong number
with this numbers as follows

83 | 69 | 67 | 85 | 82 73 | 84 89 84 | 69 | 67 | 72
7 1 9 49 1 27 343 | 1 3 7 1
86 | 76 | 68 | 94 | 131 | 74 | 111 | 432 | 8 | 72 | 74 | 73

Step 4: Convert these newly generated values as new
ASCII values and generate its DNA sequence as:
“TTTT TAGC TAAC TTCT GAAG TGCG TATC
GCAA”

System Flow chart

Identify the unigue
receiver with DNA
sequence
l
Convert the DNA
Sequence to
Decimal numbers

Decrypt color at
.| receiver side to DNA
sequence

<>

A
Sender sends the
encrypted data to
receiver

Add triplets to
number and convert
to RBG Color

Decrypt the data
using Armstrong
number

|

Fig: 4 System flow chart

Send encrypted
data to receiver

V.EXPERIMENTAL RESULSTS

The implementation of the proposed method is done
in java language. In the paper, the message is a
plaintext file, image, audio and video. The author had
used online tools to generate the results. The tools like
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image2Ascii, ascgen to convert the image into ASCII
image.

Originalimage

ASCllimage

Fig: 5 Original images to ASCII Image [9]

This text file is converted to ASCII values and a Add
Armstrong number to ASCII values, Convert this
newly generated values to into 8x8 Matrix form Then
Read the matrix either in a row wise or column wise
by replacing a row or columns ASCII value with the
DNA sequence as in DNA sequence matrix. The
proposed system accepts input files as text, image,
audio and videos. The output will be s given below
sequence.

“TTTT TAGC TAAC TTCT GAAG TGCG TATC
GCAA”

VI. CONCLUSION

Thus the authors used DNA sequence and
Triplets as key for authentication and generated the
color as password to the receiver.

The receiver decrypts the color to generate the
DNA sequence and if the DNA sequenced is matched
then he is authenticated to decrypt the message. The
second phase of the proposed system an encryption
process is done for data security using Armstrong
number and again new DNA sequence is generated as
Cipher text. Thus this proposed system provides two
level of security. This system can be used at some
confidential areas were security is given more
importance, as DNA sequence Colors, key values and
Armstrong numbers which are three set of keys in this
technique makes sure that there is secured message or
data transmission and is available to authorized person
only.
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