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Abstract— For decades, the wireless medical sensor
network (WMSN) has shown great prospective in refining
health care quality. The vast ranges of medical applications
that lead to computer-assisted treatment from all over the
health monitoring are based on WMSNs technology. These
applications introduce emergency medical response systems
with its numerous advantages and facilities. However, these
technologies have privacy and security challenges that need to
be analyzed to make it preferable and socially acceptable. This
survey paper depicts the current state-of-the-art wireless
sensor network (WSN) technologies being used in medical
applications. In this paper, we have focused on system
architecture, routing, security, and privacy issues with various
medical applications from various research work.
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l. INTRODUCTION

Wireless sensor network (WSN) is an emerging
technology being researched from the last few decades.
WSN is a network with features of reliability, mobility, and
deployment [1-10]. It carries vast importance in medical
applications, defense, agriculture, transportation, industry,
and disaster monitoring [11]. It uses limited resources in any
area, with a low cost, more reliable, and devises
mobility. The primary focus of WSN is to deploy the number
of tiny sensor devices in various regions for data collection
and transmit it to its defined destination [12]. In the near
future, complete health monitoring of patients will take place
remotely through WSN technology by having minimum
direct interaction between doctors and their patients [13].
This type of data is further process patient's information at
the health care centers and diagnosis centers. There are many
types of WSN nodes; some WSN nodes come with wireless
medical sensors network, that are portable, small in size,
wearable, and consist of a limited tiny-sized battery. Some
other forms of WSN include Generic WSN, which are
automatic, fixed WSN are reliable with standalone while the
WMSN devise human involvement.

Developing a process for wireless healthcare System
initiate many challenges, e.g., data transmission reliability,
data delivery, management of power, and patient's data
security [14]. The state-of-art research shows that WMSN
has some flaws which have to be discussed and need to
resolve. WMSN are upward towards innovative procedures
in healthcare applications. Various projects have been
initiated through different scientists and research scholars
who provide the monitoring of the patient in a continuous
manner at the hospital, clinic, or even at home. This survey
paper discusses some WMSNSs of medical systems and their
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applications with their pros and cons and comparison of one
system to other systems.

Il.  NETWORKS OF MEDICAL SYSTEMS

A. Codeblue

Codeblue [15] is a wireless medical sensor network in
which they have used sensors that can sense the patient's
body, analyze the parameters and transmit the data wirelessly
to the user's device, e.g., personal digital assistant (PDA) for
analysis. In this project, a doctor queries the patient data
from the sensors, then the recorded data of the patient is
being resent to the doctor's PDAs. The WMSNs publishes
data to the channel, and the user uses this channel by using
PDAs or handheld device. There are particular goals, which
include hospital care and emergency care. This project is
composed of software and hardware parts. These parts
related to the wireless vital sign sensors

e Wireless two-lead electrocardiogram (EKG)

e Electromyogram (EMG), accelerometer as well as
sensor gyroscope, using a stroke to monitors the
patients.

o Codeblue software platform
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Fig. 1. Codeblue Architecture [15].

Codeblue's developers realize the necessity of security
and safety in medical applications; nonetheless, it is also in
the development phase, which advancing its features day by
day [16, 17]. The developers of Code Blue suggest that for
key generation elliptic curve cryptography is better, and the
tiny Sec technique is effective for symmetric encryption
within this study. Fig. 1. Shows the architecture of the Code
Blue.
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B. Alarm-Net

Alarm-Net [18], a medical sensor network for healthcare,
developed at the University of Virginia. This project has
been designed for the health monitoring of patients living in
a home-based environment. It involves environmental sensor
networks and body sensor networks. It is 3 tier architecture
based on:

e Body sensor devices which sense and collect the
patient's body data.

e Environmental sensors are deployed in environments
spaces.

e Internet protocol-based network which have

gateways and alarm gate.

The idea behind the body sensors is that it transmits data
using single hop to the environmental sensors. They forward
the data to the alarm gate sensor. The alarm gate is a
communication gateway between IP and wireless sensors,
and the gate is further connected to the backend server. Fig.
2. Shows the system design of Alarm-Net.
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Fig. 2. System Design of Alarm-Net [18]
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Fig. 3. Alarm-NET architecture components and logical topology [18].

The architecture of the alarm net includes various devices
in single architecture (wearable body networks, wireless
sensors, and IP-network elements). This architecture is
described by grouping devices, based on their platform as
well as role within the system. Further alarm net needs data
security for the data privacy concern of the patients. Only
authenticated and authorized users use the sensors network
while the IP network is secured through the password. The
WSN is used with layer security setups. Sensors use built-in
cryptosystems. Fig. 3. Shows the Alarm-NET architecture
components and their logical topology[18].
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C. Mobihealth

Mobihealth [10] is a generic platform for house medical
management, and this project is initiated by Europeans. This
home healthcare project works by using the sensors' body
area network (BAN), which is based on wireless technology.
It is using general packet radio service GPRS communication
technology and wireless technology for transmitting data.
Mobihealth has the capability to measure the medical
parameters and transfer the measured outcomes. This
research provides the feasibility to use BAN to deliver a
facility-based platform for medical professionals and
patients. It has lightweight sensors that are used on or
attached to the human body. It has the capability of mobility
for monitoring or observing patients. Fig. 4. shows the
healthcare BAN architecture of Mobihealth.
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Fig. 4. Healthcare BAN Architecture [10].

D. MEDISN

MEDISN [12, 19], a medical sensor network about
healthcare, it is based upon research which is presented and
developed at Johns Hopkins University. It is composed of
physiological monitors (PM) with powered batteries and
medical sensors for collecting patient's information. The PMs
stores the temporary data and transmits it to the relay points
(RP) of stationary RPs. It has a bidirectional routing tree;
moreover, the MEDISN network is connected to the database
server, which continuously stores data and presents it to the
authorized user. There is a limitation in MEDISN that the
authentication protocol for its backend server is unknown,
which results in safety breaching and unreliable privacy Fig.
5. Shows the healthcare architecture of MEDiSN.
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Fig. 5. Healthcare Architecture of MEDISN [12, 19].
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E. MobiCare

A health care project developed by Chakravorty in 2006.
The design is based on a wide area network patient
monitoring system, that consists of body sensors networks
(BSN) wearable sensors, BSN manager, and Mobicare
servers. It will timely sense the status of the patient's body
and transmits data to the BSN manager. Afterward, in the
final stage, it will send the data to the mobicare server. It
utilizes the Http protocol, and the post method is used to
transmit the data to the server.

Mobicare is an architecture that provides quality health
care, Programmable architecture, flexible service, and
medical systems integration. Furthermore, health care
personnel can monitor the patient’s condition globally
whenever and wherever they want. These factors remain
fruitful in expanding health care and patient monitoring
applications. Fig. 6. Shows the Mobicare Architecture [20].

* Medical Sensor Node
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Client

Fig. 6. MobiCare Architecture [20].

I1l.  MEDICAL SYSTEMS COMPARISON

Table 1. Shows the comparison of different medical
systems discussed in this research paper in terms of the
operational environment, supported application, reliability
mechanism, a scheme for energy efficiency, routing
methodology, and techniques for mobility support.

TABLE I. MEDICAL SYSTEMS COMPARISON [12, 15, 18, 20, 21]
Parameter MEDISN Codeblue AlarmNet | MobiCare
The operational | Codeblue Scalable A remote
environment prototype and wireless
constitutes a was heterogeneo | patient
dedicated validated us monitoring
wireless on 30 node | architecture | Consisting
sensor network | Ad Hoc Integrating of BSN,
Operational in sensor ESs and Mobi
Environment | hospital network PMs in client, and
deployment test-bed, assisted- Mobicare
with RPs and demonstrat | living and Server.
PMs. ing its home
scalability environmen
and t.
robustness.
Applied in It has been Patient Wide-area
medical applied as health mobile
emergency a medical monitoring patient
Supported detc_action for application | in t_he monitoring
Application patients for home- a_ss_lsted- .
monitored in based living and
hospitals and patients. home
disaster environmen
scenes. t.
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Message- Codeblue Three-tier It has a
oriented was architecture | secure,
middleware designed to | with stable
which was provide for | mobile dynamic
JMS-based has | reliable body cryptograp
been selected transmissio | network, h update
to run On the n of critical | emplaced functionali
gateway. data sensor ty
Reliability While the through network and
Mechanism backend server | content- IP
is responsible specific network.
for storing, prioritizati
routing, and on and
retransmitting dynamic
messages. scaling of
Transmissi
On power.
through duty Codeblue Uses Propose
cycling their uses (COPM) in the use
radios the Berkeley which some | of
distribution Mica2 nodes are low-
enables PMsto | sensor connected frequency
use low energy | nodes into the
having the wall and | wireless
Scheme for advantages | operates sensor
Energy (low- using which
Efficiency power, batteries. enables the
SOC radio) property of
Which low power
utilizes property
low power by using
sleep state the
up to 10pA Berkeley
MICA2
several-to- (ADMR) Single hop Applicatio
single and protocol in at the first n layer
single-to-single | which tier, multi- standard
communication | sensors hop at the Http
Routing between PMs transmits second tier post
Methodology | and RPs. also datato a (e, protocol.
use the respective shortest-
collection tree channel as path-first
protocol (CTP) | well as routing
end-user protocol)
During Mote Emplaced Used
mobility PM tracking sensors always-on
transmit its system (ES) allows | wide-area
data to the which connections | cellular
stationed RP operatesin | with wireless
Techniques that sha(es tr_1e an mobile ) cqmmunic
for mobility su_per.latlve link | entirely _ _body while ation
Support with it. decentraliz in Interface.
ed, movement
robust
fashion,
location
accuracy
Recently, several researchers, research-based

organizations, and many healthcare medical applications
systems have the main focus on the use of wearable sensor
devices. Wireless sensor devices having limited capabilities,
memory constraints, limited network capacity, and limited
power sources, these obstructions caused technical
restrictions on their network's functionalities. The upcoming
health care system is predicted to raise many issues; these
issues can be described as Technical and nontechnical
medical applications design issues. (Flowchart 1. Medical
Applications Design Issues)

A. Security concerns

Medical sensors are wireless in nature, and these
medical sensors are perilous to some attacks, e.g., breach of
integrity, breach of confidentiality, and denial of service
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attacks. So, numbers of precautions are needed for the safety
of health care systems

B. Authentication and authorization of Wireless networks

Authentication and authorization in sensor networks are
essential for every single sensor node and healthcare base
station. It must verify that only authenticated and authorized
users access the data and also validate that either data sent
by an authorized user or by an attacker. So, in order to
discover adequate security and privacy mechanism,
authentication and authorization must be executed for the
security of healthcare systems.

C. Data Confidentiality

The process of data protection from the attacker during
its transfer is termed as data confidentiality, i.e., and an
attacker must be incapacitated to access the data among
nodes. If there is an efficient authentication and
authorization, then packets of data are secured among nodes.

D. Data Integrity

Data Integrity is a mechanism that verifies the data,
which has been transferred, must reach the proper destination
in its original form. It makes sure that no packet has been
replaced or changed by the attacker.

E. Availability of Data

In medical WSNs applications, to ensure that the data of
sensor devices are always accessible even in any case of any
attack. Availability confirms the correctness of data being
transferred if there is security.

F. Data Freshness

Sometimes attacker attacks in such a way that the
message is replied again and again. To ensure the freshness
of the data message must not be replied again or repeat many
times.

G. Security Threats

Table I1. Is representing the attacks and their description
with countermeasures for health care sensor networks[22,
23].
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Denial of An attempting will may cause disable
service of source system which can seriously Authentication
Attack harm the patient's health

TABLE II. ATTACK AND THEIR COUNTERMEASURES [22, 23].
Attack Description Countermeasures
The assaulter can modify or delete or
Data R . K .
e generate false information which can Data security
modification L
be the cause of a patient's death
The assaulter eavesdrops a wireless
Impersonation | sensor node's identity information, A
- . ; Verification
Attack which causes a delay in the medical
data storage process.
Eavesdropping | The assaulter uses robbed data in .
. . . Encryption
Attack performing various evil acts.
In this type of attack, the attacker sits
Message replay | in the way of communication after
. - Data freshn
Attack breaching the authentication and ata freshness
authorization of the user profile.
By using an efficient Tx, an assailant .
Interference . L . interference
can jam sensor radio signals, which !
filters
causes the delay or loss of data.
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Flowchart 1. Medical Applications design issues

H. Privacy Concerns

Privacy is one of the most highlighted and fundamental
concerns in WSNs with regard to medical applications.
Medical care systems based on wireless technology, which
aims to steadily monitor personal information using wireless
technology. Therefore, they can have a serious menace to the
privacy of a patient or individual patient. There are many
privacy issues concerning the use of sensors in health care
[22-23].

The first privacy-based issue is that when data stores in
the database server, it can be centralized or decentralized,
and it may consist of several other local databases in the
system. The second privacy-based issue is to give authentic
access to the patient’s record and his history. There are two
ways to access the patient’s record. The first way is that
users have given rights to read and write in the patient's
medical record, such as the physicians and staff members.
The other way is that the users have merely given the read-
only rights to patients or doctors, staff, etc. In emergency
cases that occur to the patient, it is a prerequisite to conserve
the patient's privacy, so patient's information can be kept
secure from other people. The Third privacy concern is data
confidentiality; As the patient may go through multiple
medical tests, e.g., pathology tests, psychological tests, x-
rays, etc. so it is an obligation to keep tests data secret from
others. Those particular records are saved in a database, so it
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is suggested that encryption mechanisms should be
implemented on them as safety anticipation.

IV. CONCLUSION

WSN has great importance because of its necessity and
performance in a variety of applications. This survey paper
presents reader knowledge of WMSN projects, their
architectures, privacy issues, and security threats to the WSN
for medical applications. Also, the comparison among
applications is debated. For future research concern, the
number of security and privacy issues need to be explored.
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